
Author John Baker Security Technical Account Manager @ www.ip-performance.co.uk 

How to setup a routed IPSEC VPN 
tunnel from Juniper SRX UTM Firewall 
to Draytek 2820 ADSL Firewall Router 

 
This document is to show you how to setup an routed IPSEC VPN tunnel from a Juniper SRX100 to a 
Draytek 2820. 
 
Site 1 
Model Name: Juniper SRX-100H 
Firmware Version: 10.4R2.7  
WAN IP Address  111.111.111.111 
LAN IP Subnet 192.168.253.0/24 
ADSL Modem (D-Link DSL-320B FW UK_1.22) is connected to fe-0/0/0 
 
Site 2 
Model Name: Draytek Vigor2820Vn  
Firmware Version: 3.3.5.2_RC2  
ADSL Firmware Version: 211011_A Hardware: Annex A 
WAN IP Address 222.222.222.222 
LAN IP Subnet 192.168.0.0/24 
Inbuilt ADSL modem is being used 
 
Please change the WAN and LAN IP/Subnet to match your own. 
 
Please choose a complex pre-shared key and change according to your security policy. 
 
Before making any changes please backup the Draytek 2820 and the SRX configuration. 
 
The author accepts no liability and cannot guarantee that this configuration will work.   
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SRX Setup 
 
Access the SRX via SSH.  Enter configuration mode. 
 
After changing the WAN IP, LAN Subnets, PSK paste into SRX. 
 
## Configure interface IP and route for tunnel traffic 

set interfaces st0.0 family inet  

set routing-options static route 192.168.0.0/24 next-hop st0.0 
 

## Configure security zones, assign interfaces to the zones & host-inbound services for each zone 

set security zones security-zone VPN interfaces st0.0 
 

set security zones security-zone untrust host-inbound-traffic system-services ike 

 

## Configure address book entries for each zone 

set security zones security-zone trust address-book address net-cfgr_SITE1_LAN 192.168.253.0/24 

set security zones security-zone VPN address-book address net-cfgr_SITE2_LAN 192.168.0.0/24 
 

## Configure IKE policy for main mode.  Please change the Preshared key 

set security ike policy ike-policy-cfgr mode main 

set security ike policy ike-policy-cfgr pre-shared-key ascii-text "PRESHARED KEY" 
 

## Configure IKE gateway with peer IP address, IKE policy and outgoing interface 

set security ike gateway ike-gate-cfgr ike-policy ike-policy-cfgr 

set security ike gateway ike-gate-cfgr address 222.222.222.222 

set security ike gateway ike-gate-cfgr external-interface fe-0/0/0 
 

## Configure IKE authentication, encryption, DH group, and Lifetime 

set security ike proposal ike-proposal-cfgr authentication-method pre-shared-keys 

set security ike policy ike-policy-cfgr proposals ike-proposal-cfgr 

set security ike proposal ike-proposal-cfgr encryption-algorithm aes-128-cbc 

set security ike proposal ike-proposal-cfgr authentication-algorithm sha1 

set security ike proposal ike-proposal-cfgr lifetime-seconds 14400 

 

## Configure IPsec policy 

set security ipsec vpn ipsec-vpn-cfgr ike gateway ike-gate-cfgr 

set security ipsec vpn ipsec-vpn-cfgr ike ipsec-policy ipsec-policy-cfgr 

set security ipsec vpn ipsec-vpn-cfgr bind-interface st0.0 
 

## This is needed to ensure the Draytek knows about the IP subnet at each end.   

set security ipsec vpn ipsec-vpn-cfgr ike proxy-identity local 192.168.253.0/24 

set security ipsec vpn ipsec-vpn-cfgr ike proxy-identity remote 192.168.0.0/24 
 

## Configure IPsec authentication and encryption 

set security ipsec proposal ipsec-proposal-cfgr protocol esp 

set security ipsec policy ipsec-policy-cfgr proposals ipsec-proposal-cfgr 

set security ipsec proposal ipsec-proposal-cfgr encryption-algorithm aes-128-cbc 

set security ipsec proposal ipsec-proposal-cfgr authentication-algorithm hmac-sha1-96 

set security ipsec proposal ipsec-proposal-cfgr lifetime-seconds 14400 

 

## Establish tunnel only on traffic 

set security ipsec vpn ipsec-vpn-cfgr establish-tunnels on-traffic 

 

## Configure security policies for tunnel traffic in outbound direction 

set security policies from-zone trust to-zone VPN policy trust-VPN-cfgr match source-address net-cfgr_SITE1_LAN 

set security policies from-zone trust to-zone VPN policy trust-VPN-cfgr match destination-address net-cfgr_SITE2_LAN 

set security policies from-zone trust to-zone VPN policy trust-VPN-cfgr match application any 

set security policies from-zone trust to-zone VPN policy trust-VPN-cfgr then permit 

 

## Configure security policies for tunnel traffic in inbound direction 

set security policies from-zone VPN to-zone trust policy VPN-trust-cfgr match source-address net-cfgr_SITE2_LAN 

set security policies from-zone VPN to-zone trust policy VPN-trust-cfgr match destination-address net-cfgr_SITE1_LAN 

set security policies from-zone VPN to-zone trust policy VPN-trust-cfgr match application any 

set security policies from-zone VPN to-zone trust policy VPN-trust-cfgr then permit 

 

 

This script was generated using the SRX & J-Series Site-to-Site VPN Configuration Tool with some 
extra configuration. 
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Draytek 2820 
 
Log into the Draytek 28280 
 

Enable the IPSEC VPN service 
 

 
Then create a new LAN-LAN connection 
 

 
Please change the IP VPN to the IP address of the SRX wan connection 
Set the Call direct to Dial-in and the idle timeout to 120 
 
Select the Specify Remote VPN Gateway checkbox.  Select the Pre-Shared Key checkbox 
Click on the IKE PSK button and enter your PSK.  This needs to be the same as the PSK on the SRX. 
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Change the IPSEC Security method to High(ESP) AES with Authentication.  Then click on the 
Advanced button 
 
 
 

 
 
Change the IKE phase 1 to Main, AES128_SHA_G2.  Change the IKE phase 2 to AES128_SHA1 
Set the IKE Phase 1 & 2 lifetime to 14400.  Disable PFS.  
 
Press OK. 
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Select the Specify Remote VPN Gateway checkbox.  Select the Pre-Shared Key checkbox 
Click on the IKE PSK button and enter your PSK.  This needs to be the same as the PSK on the SRX. 
 

 
 
Change the IPSEC Security method to be AES only. 
 
Please change the  remote VPN gateway/peer ID to the IP address of the SRX wan connection and 
change the Remote Network IP/Mask to match the LAN Subnet of the SRX. 
 

 
 
You should not be able to ping from the SRX LAN subnet to the Draytek LAN subnet. 
 
If not, setup a syslog server at each end and refer to the Juniper SRX VPN troubleshooting guide. 
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Changing the Draytek 2820 to connect to the SRX100. 
 

If the SRX can connect to the Draytek2820 and traffic passed, you can change the VPN initiation 

direction if required. 

Just change the Call direction from Dial-in to either Both or Dial-Out. 

 

 
 
  

www.ip-performance.co.uk


Author John Baker Security Technical Account Manager @ www.ip-performance.co.uk 

Additional information and Links 
 
 

Pre-shared Key generation 

For testing a short PSK is a good way to limit mistakes, however for a live production network a more 

complex PSK is recommended. 

A great site for generating random password/psk is https://www.grc.com/passwords.htm   
I suggest getting two or more passwords and selecting random bits to create a combined PSK. 
 
For example 
 
1st 

29DABF51106BFC5DAB0FF4D40A1E31D2EB53C895FF8B49751162E26F8EE1BC97 

2nd 

E0B26FF770FFFE0F30029EBD62AEB1425C79CE9172942C0787338CF80E51F9DA 

Combined 

29DABF51106BFC5DAB0FF4D40A1E31D25C79CE9172942C0787338CF80E51F9DA 

 
Please do not use this example as your PSK. 
 
 

Syslog 

A great Syslog tool can be downloaded from http://tftpd32.jounin.net 
 
 

SRX & J-Series Site-to-Site VPN Configuration Tool 

Juniper have released a IPSEC configuration tool.   
 
https://www.juniper.net/customers/support/configtools/vpnconfig.html 
 
You will need a Juniper partner or customer login to use this tool. 
 

Online Forums 

 
Juniper have a Forum 
http://forums.juniper.net/ 
 
Juniper 3rd Party User Forums 
http://www.juniperforum.com/ 
 
Draytek 3rd Party User Forum 
http://www.forum.draytek.co.uk/ 
 
You will may to register to use the forums.  The author of this document is user j.baker on the 
forums listed above. 
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