How to create and install a certificate
signed with an external certificate
authority on Juniper SRX firewall

This document is to explain how to setup a certificate on a Juniper SRX firewall to provide a
valid certificate when connecting to the HTTPS service. This is mainly to be used for Dynamic-
VPN authentication portal.

You will need to ensure that you have a configured Juniper SRX and that you can SSH and HTTP
to the device.

This document assumes that fe-0/0/0 is the externally facing interface and is assigned as
untrust zone.

SSH to the SRX Firewall and enter the CLI

Please change the items in bold to match your requirements.



SRX100 is an internal certificate name. It can be any name, however you must make sure that
you change all occurrences. Depending of the certificate authority you may need to change the
size. However [ recommend using the largest support size 2048.

The mycert1 is an identifier. Please use a separate identifier for each separate certificate. The
ca-identity StartSSL is an identity which is meant to represent your certificate authority. E.G.
StartSSL, RapidSSL or even CompanyCA.

The generate-certificate-request line is the most important thing to get correct. The certificate-
id srx100 refers back to the key pair command and must be the same. The router.foo.com
should be domain name is the domain of the certificate that will be created. admin@foo.com
needs to be the certificate administrator for your company. This could be the network
administrator. This email address may be used by the external certificate authority when
creating a signed certificate. The ip-address should be an IP address on the SRX. [ suggest using
an internal LAN IP as this should not change very often. The subject line must be entered
correctly

DC=domain name of certificate

CN=Common name aka FQHN of certificate
OU= Organisation Unit. aka Company Name
0= Owner

L= Location

ST=State

C=Country. Inthe UK the country code is GB

SCRIPT for SRX to be run on CLI mode.

You should see root@router> which will correspond to the username you logged in with and hostname of the SRX firewall.

request security pki generate-key-pair certificate-id srx1l00 size 2048
conf

set security pki ca-profile mycertl ca-identity StartSSL revocation-check disable crl
disable on-download-failure

commit

request security pki generate-certificate-request certificate-id Srx1l00 domain-name
router.foo.com email admin@foo.com ip-address 192.168.253.254 subject
“pc=foo.com, cN=router. foo. com, ou=LAB, 0=-John Baker, 1-BRISTOL, sT-BRISTOL, c=GB”




This should display a certificate something like

————— BEGIN CERTIFICATE REQUEST-----

MIIDLDCCAhQCAQAwgZgxHTAbBgoJkiadk/IsZAEZFglpbGlrZWl0LmNvLNVrMROwW
GwYDVQQDExRy23V0ZXIuaWxpal2VpdC5jby5lazEMMAOGAIUECXMDTEFCMRMWEQYD
VQOKEwpKb2huX0Jha2VyMRQWEgYDVQQHEWtNYXJIsYm9yb3VnaDESMBAGA1IUECBMJ
V21sdHNoaXJ1MQOswCQYDVQOGEWJIHQJCCASIWDQYJKoZIhveNAQEBBQADggEPADCC
AQoCggEBAK509aYrJRbUpXCrE5VOMMNLXnbJfjzhLyVcrs57Fb0EmQcmi I7dM5au
5kV1/rrI1cYMOACC40h7KC5KNNCzqv2FZ9HX7111ja377bGxcvxglZjGIWluO0ro
vvnTu33Db8puHWRI40knol77j/ukzjOi/6gqmgmdCPujVzIztzI46wzfRCULbZ+aWK
KGg+12x0g85dCx1g6W0190D1GFk+yZszkjCEUnzZRHIYgxKdAW]j 5kgn2wiWVjCrHJIS6
x98Js7H8s16LuKnM770aX5Cumh2hKgMjFOQ+vIovVionYWiSuTt76AbNg9JzB7wEEF
Ci3YMnoKbfN/RjmrheIh2gGomgqYxWJsCAWEAAaBOMEWGCSgGSIb3DQEJDIE/MD0Ow
OwYDVRORBDQWMoIUcm91dGVyLmlsaWtlaXQuY28udWuBFCJIgb2huQGlsaWtlaXQu
Y28udWsihwTAgP3+MAOGCSgGSIb3QQEBBQUAA4 IBAQAJgXGAYoGxuvKb5jxojx00
fwlgc8RYhxsQt21NM3INj70xLFR+D6IilazCemJ2K4z4vKheBK8IUavj+U60NrYD
wIErXrlu30C246bE28cgfn5jwTniT79B3BxwVz1gNwWXP8YFED+7qywGej//lbomw
PvJIYORA1IM1RVMZMIDNHar+j riANVPW1RnFS0fHRaAYKOKR31T817qr 1ALgLSAGHY
yEfBJ6Ex70Z27sGpzKBIRWGMVNYPE £dXmxmONwLx9YZCzgOICNPaFyHOUxNiw+9T
6Pnr74miZgoAeJcOfvxnRdg4KQ4cHmysmbxZu2ZfAJaA34alGvBivEScp2u30Edl

You will need to copy your generate certificate request list like the above Save this file as
srx100.crt as you will need this later on.

You will now need to use a certificate authority, external or your own company, to create a
signed certificate from the certificate request file you just generated.

A good source of cheap SSL certificates is www.StartSSL.com and www.namecheap.com

When you have used a certificate authority to create a signed certificate you should see
something like:

MITE4TCCA8WgAwWIBAgIDAMD8MAOGCSgGSIb3DQEBBQUAMDWxXCZzAJBgNVBAYTALVT
MRcwFQYDVQQOKEWS5HZWIOUcnVzdCwgSW5jLIEUMBIGALIUEAXMLUMEFwaWRTUOwWgQOEwW
HhcNMTEwWM]) IwMDQyNjMzWhcNMTEwODExXMTY zMzQzWjCB7zEpMCcGA1UEBRMgbXdm
QzEOcGkOVHVEMG41R21nUHPpKNmMRrWmJFcyljeU4xCzAJBgNVBAYTAKACMROWGWYD
VQOKExRyb3V0ZXIuaWxpa2VpdC5jby51azETMBEGAIUECXMKR1QINTMSNTY 0ODEX
MC8GA1UECxMoU2V1IHd3dy5yYXBpZHNzbC5ib20vemVzb3VyY2VzL2NwecyAoYykw
ODEVMCOGAL1UECXMmMRGItYW1uIENvbnRyb2wgVmFsaWRhdGVkICOgUmFwaWRTUOwo
UikxHTAbBgNVBAMTFHIVAXR1ciS5pbGlrZzWl0LmNvLNVrMIIBIjANBgkghkiGIw0OB
AQEFAAOCAQS8AMIIBCgKCAQEArmjlpislFtS1cKsT1lXowwOtedsl+POEvJIVyuznsV
vQSZByalIjt0zlg7mRWX+usj7xgzQAIL]jSHsoLko00LOg/YVn0dfsiWKNrfvtsbFEy
/GCVmMY 1bW47Sui++d07fcNvymddZE]g6SeiXuP+6RmM6L/gga7bgI+6NXM)O3M]
JrDNIEJQttn5pYooar7XbHSrz1 0LHWDpbTX2gOUYWT7JmzOSMIRSfNEchirEplaP
mSqfbBZWMKsclLrH3wmzsfyzXoudqgczvvRpfkK6aHaEqoyMU5D6/29X21dhaJK50
3voBs2rOnMHVvB8UKLdgyegpt839GOauF4iHaRAaiap ) FYmwIDAQABO4IBMjCCAS4w
HwYDVROjBBgwFoAUa2k9ahhCSt2PAmUS5/TUkhniRFjAwDgYDVROPAQH/BAQDAGWY
MBOGA1UdJQQWMBQOGCCsGAQUFBWMBBggrBgEFBQcDAJAfBgNVHREEGDAWghRyb3V0
ZXTuaWxpa2VpdC5iby51azBDBgNVHR8EPDA6MDigNgAOhjJodHRwO18vcecmEFwaWRz
c2wtY¥3JsLmd1lb3RydXNOLmNvbS9jcmxzL3JhcGlkc3NsLmNybDAdABgNVHQ4EFgQU
kj9Z3h152hcD3BWE0nlsRyowH+gwDAYDVROTAQH/BAIWADBIBggrBgEFBQCBAQQ9
MDswOQYIKwYBBQUHMAKGLWhOdHAGLYSyYXBpZHNzbClhaWEuZ2VvdHJI1lc3QuY29t
L3JhcGlkc3NsLmNydDANBgkghkiGIwOBAQUFAAOCAQEADLXI6ku7resjvs9KQh/5F
QSuvL2gGUxmlgrpXpXHGm23yUQE89dcFXciOsjuwaF40jBxT1U304atBuml2dHF1
+74X8NLOTSgRJJIsg2ulLCJIVrh82FilhZILHS1tnaRl/FVKPNcXngxcEue7t5£T6K
WpgIPOfWtrNf/Gw/oVF2wbnyaSgJ77u6Lbu0J1lxnRz40bZBh+0kv08hgn0vbOVcu
LZp/29JY7FjW/A0JQgVdm3ihZ11iFrOWNQGWpkfRz4dbfIRS4wJ4 /pc+tsAsmKmZ
F1GwRX1aC60EQFZA6IuVSJRIEt4TLIXkZT410AtrCexXQsQc+C/E0a4I6++Q95A0Q
NQ==

Please save this as srx100.cer


http://www.startssl.com/
www.namecheap.com

SSH onto SRX but do not go to the cli.

You should see root@router% which will correspond to the username you logged in with and hostname of the SRX firewall.

cd /tmp
vi srxl1l00.crt

press insert key and then paste the text from srx100.crt

Then press the ESC key and type :w This will save the file.
Then press the ESC key and type :x This will exit from the text editor (vi)

vi srxl1l00.crt

press insert key and then paste the text from srx100.cer

Then press the ESC key and type :w This will save the file.
Then press the ESC key and type :x This will exit from the text editor (vi)

Go to the cli.

Please make sure that the srx100 and mycertl match the earlier values.

You should see root@router> which will correspond to the username you logged in with and hostname of the SRX firewall.

request security pki local-certificate load certificate-id srxX1l00 filename /tmp/srx100.cer
request security pki ca-certificate load ca-profile mycertl filename /tmp/srxl100.crt

You will need to enter conf mode

The following will setup your installed certificate on fe-0/0/0.0 You need to assign this to the
externally facing interface. The interface should be set to accept HTTPS.

You should see root@router# which will correspond to the username you logged in with and hostname of the SRX firewall.

set security zones security-zone untrust interfaces fe-0/0/0.0 host-inbound-traffic system-
services https

set system services web-management https pki-local-certificate S¥rX100 interface fe-0/0/0.0

You should now be able to login to the HTTPS interface and get a valid cert




